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Financial Services Sector Introduction 

q  In IBM Financial Services Sector is the largest of our industry 
sectors 

q  Includes banking, financial markets, and insurance industries 
q  One of the most highly regulated sectors 

§  Sarbanes-Oxley 
§  Basel II/III 
§  Payment Card Industry Data Security Standard (PCI-DSS) 
§  Health Insurance Portability and Accountability Act (HIPAA). 

q  Very large companies with typical enterprise needs 
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Cloud Computing Opportunities 
FSS firms are adopting new computing platforms faster than other 
industries 

Cloud isn’t seen as a new IT delivery method, but as a key enabler 
for business model innovation 

Opportunity exists for OpenStack in the sector 

Half of financial 
services companies 
already use private 
clouds 

>50% of financial 
services are 
considering public 
clouds 

Driver for cloud 
was the creation of 
new revenue 
streams 36% 

CAGR through 2016 
for the insurance 
industry 1 in 3 
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IBM Cloud Labs 

q  Leading IBM cloud engagements and technology for a decade 
§  Started from data center automation – led to developing IBM’s public 

and private cloud solutions. 
q  Helping customers realize the potential of Cloud computing 

A dynamic 
cloud 

strategy 

Analytics 
everywhere 

Restless 
reinvention 

Powered by Cloud 

Social Mobile Big Data 
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Insurance Industry Customer Use Case 
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Insurance Industry Customer 

The customer is a large American insurance company that is 
looking to deploy a cloud solution that will allow them to service both 
internal and external customers. 
Goals 
q  Grow their business into new areas – shift to “Service Provider” 
q  Realize the benefits of cloud computing 

§  Improved efficiency 
§  Greater productivity 
§  Faster time to market 
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Considerations 

Regulatory Compliance 
§  HIPAA – Isolation and access control requirements 
§  Sarbanes-Oxley – Logging and auditing requirements 
§  PCI-DSS – Encryption, monitoring, and security requirements 

Enterprise Integration 
§  User management – Enterprise directory integration, administrative 

roles, and user permissions 
§  Networking – VLANs and Security 
§  Leverage existing procedures and resources – Scripts, virtual 

machines, and processes  
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Pilot Implementation – OpenStack Folsom 
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Customer Impressions and Feedback 
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What Customer Liked 

q  Modular, REST-based architecture 
q  The API is well documented and expansive 
q  Architecture of virtual firewalls and security groups 
q  KVM performance 
q  Compatible with enterprise monitoring solutions 
q  Multiple floating IPs can be assigned to a single VM 
q  Existing automation scripts can be used with minor modifications 

Active 
Community 
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What Could be Improved (OpenStack Folsom) 

q  Configuring HA is complex and manual 
q  No built in backup/recovery  
q  Active Directory integration is not standard 
q  More granular control of administrative permissions 
q  Administrative accounts are not isolated to a tenant 
q  More built in monitoring capabilities 
q  Networking configuration should be more automated 
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Lessons Learned 
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Important to Integrate with Existing Environments 

q  Integrate with existing user authentication and authorization services 
q  Integrate with existing networking and storage infrastructure 
q  Leverage existing procedures and script/code libraries 

In Havana IBM has delivered improvements to … 
q  Keystone that allow for greater integration into AD and LDAP user  

q  Security 
q  Security 
q  Security 
q  … Security 
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Looking to Grow Beyond Internal Customers 

q  See the cloud as a new potential source of revenue  
q  Looking to become cloud service providers 
 

In Havana IBM has delivered improvements to … 
q  Ceilometer that make it possible for administrators to track cloud usage 
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Conclusion 
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Conclusion 

q  The insurance industry is predicted to grow to one 
of the largest industries for Cloud  

q  IBM is committed to making OpenStack a success 
§  Keystone enhancements to LDAP, Active Directory 

integration, Transport Layer Security support, OAuth 
extensions, and federated identity 

§  Ceilometer adoption of the Distributed Management 
Task Force’s (DMTF) Cloud Auditing Data Federation 
standard 

§  Improvements in testing and continuous integration 
§  Upgrade enhancements that facilitate moving from 

Grizzly to Havana 

q  Understanding the unique requirements of the 
industry will allow OpenStack to take advantage of 
the opportunity 
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@IBMCloudLabs 

www.youtube.com/user/ibmcloudlabs 

www.ibm.com/developerworks/community/
blogs/cloudlabstechbytes/ 
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Legal Disclaimer 
 

•  © IBM Corporation 2011. All Rights Reserved. 
•  The information contained in this publication is provided for informational purposes only. While efforts were made to verify the completeness and accuracy of the information contained 

in this publication, it is provided AS IS without warranty of any kind, express or implied. In addition, this information is based on IBM’s current product plans and strategy, which are 
subject to change by IBM without notice. IBM shall not be responsible for any damages arising out of the use of, or otherwise related to, this publication or any other materials. Nothing 
contained in this publication is intended to, nor shall have the effect of, creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and 
conditions of the applicable license agreement governing the use of IBM software. 

•  References in this presentation to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates. Product release dates and/or 
capabilities referenced in this presentation may change at any time at IBM’s sole discretion based on market opportunities or other factors, and are not intended to be a commitment 
to future product or feature availability in any way.  Nothing contained in these materials is intended to, nor shall have the effect of, stating or implying that any activities undertaken by 
you will result in any specific sales, revenue growth or other results.  

•  OpenStackTM and the OpenStack logo are registered trademarks of the OpenStack Foundation  

•  If the text contains performance statistics or references to benchmarks, insert the following language; otherwise delete: 
Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment.  The actual throughput or performance that any user will 
experience will vary depending upon many factors, including considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage 
configuration, and the workload processed.  Therefore, no assurance can be given that an individual user will achieve results similar to those stated here. 

•  If the text includes any customer examples, please confirm we have prior written approval from such customer and insert the following language; otherwise delete: 
All customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved.  Actual environmental costs 
and performance characteristics may vary by customer. 

•  Please review text for proper trademark attribution of IBM products.  At first use, each product name must be the full name and include appropriate trademark symbols (e.g., IBM 
Lotus® Sametime® Unyte™).  Subsequent references can drop “IBM” but should include the proper branding (e.g., Lotus Sametime Gateway, or WebSphere Application Server).  
Please refer to http://www.ibm.com/legal/copytrade.shtml for guidance on which trademarks require the ® or ™ symbol.  Do not use abbreviations for IBM product names in your 
presentation. All product names must be used as adjectives rather than nouns.  Please list all of the trademarks that you use in your presentation as follows; delete any not included in 
your presentation. IBM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, Quickr, Sametime, WebSphere, UC2,  PartnerWorld and Lotusphere are trademarks of International 
Business Machines Corporation in the United States, other countries, or both.   Unyte is a trademark of WebDialogs, Inc., in the United States, other countries, or both. 

•  If you reference Adobe® in the text, please mark the first use and include the following; otherwise delete: 
Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or other countries. 

•  If you reference Java™ in the text, please mark the first use and include the following; otherwise delete: 
Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both. 

•  If you reference Microsoft® and/or Windows® in the text, please mark the first use and include the following, as applicable; otherwise delete: 
Microsoft and Windows are trademarks of Microsoft Corporation in the United States, other countries, or both. 

•  If you reference Intel® and/or any of the following Intel products in the text, please mark the first use and include those that you use as follows; otherwise delete: 
Intel, Intel Centrino, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the United States 
and other countries. 

•  If you reference UNIX® in the text, please mark the first use and include the following; otherwise delete: 
UNIX is a registered trademark of The Open Group in the United States and other countries. 

•  If you reference Linux® in your presentation, please mark the first use and include the following; otherwise delete: 
Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both. Other company, product, or service names may be trademarks or service marks of 
others. 

•  If the text/graphics include screenshots, no actual IBM employee names may be used (even your own), if your screenshots include fictitious company names (e.g., Renovations, Zeta 
Bank, Acme) please update and insert the following; otherwise delete: All references to [insert fictitious company name] refer to a fictitious company and are used for illustration 
purposes only. 


